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Al Vendor Assessment Protocol

Chapter Reference: Chapter 9 — Building Your Al Policy Stack

RCLALSIN This template provides the structure and key questions your policy must answer. Customise
each section for your organisation's specific context, legal jurisdiction, and Al programme.
Have your Legal team review before finalising. Review and update at minimum annually.

Document Title: [Organisation Name] Al Vendor Assessment Protocol
Version: 1.0

Effective Date:

Review Date:

Document Owner:

Approved By:

Instructions

Complete this protocol for every new Al vendor relationship before contracting. Review annually for existing
vendors. Conduct as a cross-functional team: Legal, IT Security, and the relevant business function. A vendor who
cannot answer these questions clearly is not protecting proprietary information — they are avoiding inconvenient
details.

Vendor Details

Dimension 1: Ethics and Governance

Doesthe vendor have a published Al ethics policy? [Yes/ No/ Partial]

Do they have aformal Al governance framework with named accountability? [Yes/ No]
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Havethey experienced significant Al-related incidentsor regulatory actionsin thelast 3 years?
[Yes/ No— If yes, details:]

How do they conduct biastesting? What aretheir fairness standar ds?

Whoisresponsible for model ethicsand fairnesswithin their organisation?

Dimension 2: Data Security and Privacy

Whereisyour data stored? What jurisdiction governsits protection?

What certifications does the vendor hold? (1SO 27001, SOC 2, GDPR compliance)
Isyour data used totrain or improve their models? Have you consented to this?
What istheir breach notification process and timeline?

What arethe data deletion proceduresat contract end?

Dimension 3: Model Transparency

Can the vendor explain how their model works at a conceptual level?

What data was the model trained on? How recent isit? How often isit retrained?
What arethe model's known failure modes and edge cases?

Areaccuracy statistics from real deployments (not just controlled test environments)?

Can the vendor providereference clientsin asimilar context to yours?

Dimension 4. Commercial Stability and Continuity

What isthe vendor's owner ship structure and funding status?

What isthe exit path if the vendor isacquired, pivots, or ceases operation?
Who ownsthe model if the vendor isacquired? What happensto your data?
What SL Asgovern system uptime, performance, and support response?

What isthe contract notice period and transition support available?

Assessment Summary
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Ready to go further? Book your free Al Discovery Call.
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